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AMENDMENTS TO THE CLAIMS 

1 . (Currently amended) A computer network system having a fault 
management architecture as in Claim 61, th e archit e ctur e configured for Use in a computer 
network system, the computer network system comprising: 

a plurality of nodes interconnected in a network; and 

a fault manager mounted at a node on the network and configured to diagnose and 
resolve faults occurring at said node, wherein the [[a]] fault manager is suitable for 
interfacing with diagnostic engines and fault correction agents, the fault manager being 
suitable for receiving error information and passing this information to the diagnostic 
engines that have subscribed to receive the error information , and wherein the fault manager 
publishes error reports; and wherein each diagnostic engine subscribes to selected error 
reports associated with the fault diagnosis capabilities of said diagnostic engine so that when 
the fault manager publishes error reports only subscribing diagnostic engines receive the 
selected error reports ; 

at least one diagnostic engine for receiving error information and identifying a set of 
fault possibilities associated with errors contained in the error information; 

at least one fault correction agent for receiving the set of fault possibilities from the 
at least one diagnostic engine and then selecting a diagnosed fault, and then taking 
appropriate fault resolution action concerning the selected diagnosed fault; and logs for 
tracking a status of the error information, a status of the fault management exercises, and a 
fault status of the resources of the computer system. 

2. (Original) The fault management architecture of Claim 1 wherein the fault 
manager is configured to accommodate additional diagnostic engines and fault correction 
agents that can be added at a later time. 

3. (Original) The fault management architecture of Claim 2 wherein the fault 
manager is configured so that said additional diagnostic engines and additional fault 
correction agents can be added while the computer system is operating without interrupting 
its operation. 
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4. (Original) The fault management architecture of Claim 1 wherein the fault 
correction agents resolve faults by initiating at least one of: executing a corrective action on 
a selected diagnosed fault and generating a message identifying the selected diagnosed fault 
so that further action can be taken. 

5. (Previously presented) The fault management architecture of Claim 4 wherein 
generating a message identifying the selected diagnosed fault so that further action can be 
taken includes identifying faulted resource and identifying a problem with the faulted 
resource. 

6. (Original) The fault management architecture of Claim 1 wherein the 
architecture further includes a data capture engine configured to obtain error information 
from the computer system and generate an error report that is provided to the fault manager. 

7. (Original) The fault management architecture of Claim 1 wherein the 
diagnostic engine determines a probability of occurrence associated with each identified 
fault possibility. 

8. (Original) The fault management architecture of Claim 7 wherein the at least 
one fault correction agent for receiving the set of fault possibilities receives a relative 
probability of occurrence associated with each identified fault possibility from the diagnostic 
engines and then resolves a fault using a protocol. 

9. (Original) The fault management architecture of Claim 8 wherein the at least 
one fault correction agent resolves a set of fault possibilities using a protocol that 
incorporates at least one of: an analysis of at least one of computer resource failure history, 
system management policy, and relative probability of occurrence for each fault possibility. 

10. (Canceled) 

1 1 . (Original) The fault management architecture of Claim 1 wherein the fault 
manager stores provided error reports in a log comprising an error report log and wherein the 
error report log tracks the status of the provided error reports. 

1 2. (Original) The fault management architecture of Claim 6 wherein the 
diagnostic engines and the agents are configured so that the fault manager continuously 
accumulates error reports from the data capture engine until enough error information is 
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accumulated so that the diagnostic engines and the agents can successfully diagnose a fault 
associated with the error reports. 

13. (Previously presented) The fault management architecture of Claim 6 wherein 
the fault manager stores the error reports generated by the data capture engine to an error 
report log of the logs; 

wherein the at least one diagnostic engine stores fault management exercise 
information in a fault management exercise log of the logs; and 

wherein the at least one fault correction agent stores fault status information 
concerning resources of the computer system in a resource cache of the logs. 

14. (Previously presented) The fault management architecture of Claim 13 
wherein information from the error report log and the fault management exercise log are 
stored in the resource cache. 

15. (Original) The fault management architecture of Claim 14 wherein resource 
cache is configured so that in the event of a computer system failure, the system can be 
restarted and information can be downloaded from the resource cache to reconstruct error 
history, fault management exercise history, and resource status, and use this information to 
conduct fault diagnosis. 

16. (Original) The fault management architecture of Claim 14 wherein resource 
cache is configured so that in the event of a computer system failure, the system can be 
restarted and information can be uploaded from the resource cache, the error report log, and 

the fault management exercise log to reconstruct error history, fault management 
exercise history, and resource status, and use this information to conduct fault diagnosis. 

17. (Previously presented) The fault management architecture of Claim 1 
wherein the fault manager includes a soft error rate discriminator that: 

receives error information concerning correctable errors; 

wherein the soft error rate discriminator is configured so that when the number and 
frequency of correctable errors exceeds a predetermined threshold number of correctable 
errors over a predetermined threshold amount of time, these errors are deemed recurrent 
correctable errors that are sent to the diagnostic engines for further analysis; 



{S:\20910\0206207-usO\80129640.DOC 



} 



4 



Application No. 10/698,989 Docket No.: 2091 0/0206207-USO 

Amendment dated August 28, 2007 
Reply to Final Rejection of May 30, 2007 

wherein the diagnostic engine receives a recurrent correctible error message and 
diagnoses a set of fault possibilities associated with the recurrent correctible error 
message; and 

wherein a fault correction agent receives the set of fault possibilities from the 
diagnostic engines and then resolves the diagnosed fault. 

18. (Previously presented) The fault management architecture of Claim 1 7 
wherein the soft error rate discriminator receives error information concerning correctable 
errors from the diagnostic engine. 

19. (Previously presented) The fault management architecture of Claim 17 
wherein the diagnostic engine that identifies a set of fault possibilities associated with the 
recurrent correctable error message further determines associated probabilities of occurrence 
for the set of fault possibilities associated with the recurrent correctable error message. 

20. (Original) The fault management architecture of Claim 19 wherein the a fault 
correction agent receives the set of fault possibilities and associated probabilities of 
occurrence from the diagnostic engines and the agent then takes appropriate action to resolve 
the set of fault possibilities. 

21 . (Previously presented) The fault management architecture of Claim 1 
wherein the fault manager includes a soft error rate discriminator that: 

receives error information concerning soft errors; 

wherein the soft error rate discriminator is configured so that when the number and 
frequency of soft errors exceeds a predetermined threshold number of soft errors over a 
predetermined threshold amount of time, these soft errors are deemed recurrent soft errors 
that are sent to the diagnostic engines for further analysis; 

wherein the diagnostic engine receives a recurrent soft error message and diagnoses a 
set of fault possibilities associated with the recurrent correctable error message; and 

wherein a fault correction agent receives the set of fault possibilities from the 
diagnostic engines and then resolves the diagnosed fault. 
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22. (Original) The fault management architecture of Claim 1 further including a 
fault management administrative tool that is configured to enable a user to access the logs to 
determine the fault status and error history of resources in the computer system. 

23. (Original) The fault management architecture of Claim 1 further including a 
fault management statistical file that can be reviewed to determine the effectiveness of the 
diagnostic engines and fault correction agents at diagnosing faults and resolving faults. 

24. (Original) The fault management architecture of Claim 1 wherein the 
computer system comprises a single computer device. 

25. (Original) The fault management architecture of Claim 1 wherein the 
computer system comprises a plurality of computers forming a network. 

26. -61. (Canceled) 
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